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Résumé

Les réseaux traditionnels présentent des limitations en termes de flexibilité, d'automatisation et de gestion

centralisée. Le paradigme des réseaux définis par logiciel (SDN) propose de dissocier le plan de contrôle

du plan de données, offrant ainsi une vue globale et une programmabilité accrue du réseau. Ce projet,

réalisé dans le cadre de la filière Réseaux Informatiques et Sécurités (RIS) à l'École Supérieure de

Technologie de Guelmim, a pour objectif d'étudier, de concevoir et de mettre en place une architecture

SDN à l'aidedu contrôleurOpenDaylight et de l'émulateur Mininet.

Dans un premier temps, nous avons déployé l'environnement virtuel nécessaire (Ubuntu, Docker, Mininet).

Ensuite, nous avons configuré le contrôleur OpenDaylight et créé différentes topologies réseau (un et

deux commutateurs) afin de tester la connectivité et les performances. Les résultats obtenus montrent

que le contrôleur réagit correctement aux événements réseau (phase d'apprentissage) et que le débit

mesuré est proche des limites théoriques des liens.

Ce travail constitue une base solide pour explorer des aspects plus avancés du SDN, tels que l'utilisation

de multiples contrôleurs ou la mise en œuvre de fonctions de sécurité, en parfaite adéquation avec les

objectifsde la filièreRIS.

Mots-clés: SDN, OpenDaylight, Mininet,OpenFlow, Réseaux définispar logiciel, Sécurité.
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Abstract

Traditional networks face significant limitations in terms of flexibility, automation, and centralized

management. The Software-Defined Networking (SDN) paradigm addresses these limitations by

decoupling the control plane from the data plane, thereby providing a global network view and enhanced

programmability. This project, conducted within the Computer Networks and Security (RIS) program at the

École Supérieure de Technologie de Guelmim, aims to study, design, and implement an SDN architecture

using the OpenDaylightcontroller and the Mininet network emulator.

In the first phase, the required virtual environment was set up (Ubuntu, Docker, Mininet). Subsequently,

the OpenDaylight controller was configured, and various network topologies (single and dual switch) were

created to evaluate connectivity and performance. The results demonstrate that the controller correctly

responds to network events during the learning phase, and that the measured throughput closely

approachesthe theoretical link capacity.

This work provides a solid foundation for exploring more advanced SDN aspects, such as multi-controller

deployments or the implementation of network security functions, in full alignment with the objectives of

the RIS program.

Keywords:SDN, OpenDaylight,Mininet,OpenFlow, Software-DefinedNetworking, Security.
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Chapter 1: Introduction
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1. General Context

Traditional computer networks rely on equipment — such as routers and switches — that integrates both

the control plane and the data plane within the same device. Each piece of equipment makes its own

forwarding decisions using distributed protocols (OSPF, BGP, STP, etc.), which renders network evolution

and management increasingly complex, particularly in large-scale infrastructures. In response to these

limitations, the Software-Defined Networking (SDN) paradigm has emerged as a promising solution. SDN

decouples the control plane from the data plane and centralizes network intelligence within a software-

based controller. This separation provides a global network view, enhanced programmability, and the

flexibility to innovatemore rapidly.

2. Motivation

Our motivation for undertaking this project stems from the growing need for automation and flexibility in

modern networks. Network administrators are often required to manually configure each device, which is

error-prone and poorly reactive to traffic changes. SDN promises to simplify this management through a

centralizedcontrollercapable of dynamically adaptingforwarding rules.

Furthermore, as part of our academic training, we sought to acquire practical skills in these emerging

technologies. Setting up an SDN laboratory using open-source tools (Mininet and OpenDaylight) allowed

us to gain a concrete understanding of theoretical concepts and to evaluate the performance of such an

architecture.

3. Problem Statement

How can an SDN architecture, based on the OpenDaylight controller and the Mininet emulator, improve

automation,flexibility, andnetwork control compared toa traditional architecture?

4. Objectives

The primary objective of this project is to study, design, and implement an SDN network prototype. More 

specifically,we aim to:

▸ Understand the fundamental conceptsof SDN and the OpenFlowprotocol.

▸ Deploy a virtual environment using Mininet to emulatea network topology.

▸ Install and configure the OpenDaylight controller.

▸ Create programmable routing rules and observe their installationon switches.

▸ Conduct comparative tests of connectivity(ping) and performance(throughputwith iPerf) 

between an SDN architectureand a simulatedtraditional architecture.

▸ Document the challengesencounteredand the solutions implemented.

5. Project Scope

This project is limited to a study conducted in a virtualizedenvironment. Mininet was used to create small-

scale topologies (up to two switches and four hosts) in the initial tests, and later extended to a multi-

controller setup with six switches and twelve hosts to evaluate scalability. OpenDaylight served as the 

controller. Tests focus on basic connectivity and TCP throughput measurement. Advanced aspects —

such as security, high availability with multiple controllers, or integration with physical hardware — are 

beyond the scopeof this work. Nevertheless, the work carried out constitutes a solid foundation for future 

extensions.
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1.6 Report Structure

The report is organizedas follows:

▸ Chapter 2: Fundamental Concepts— key notionsof SDN, the OpenFlowprotocol, the 

OpenDaylightcontroller,and the Mininet emulation tool. Additionally,we introduce 
containerization and Docker, as well as real-worldSDN application scenarios.

▸ Chapter 3: Experimental Configuration andResults— the environment set up, deployment 

steps, tests performed,and results obtained, includinga multi-controllerexperiment.

▸ Chapter 4: Discussionand Conclusion — analysisof results, identifiedlimitations,and directions 

for future work.
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Chapter 2: Fundamentals of SDN Networks

This chapter presents the foundational concepts required to understand a Software-Defined Network

(SDN). We begin by comparing the traditional architecture with that of SDN, then detail the essential

components: the control plane, the data plane, the role of the controller, the OpenFlow protocol, and the

OpenDaylight controller. Finally, we introduce the Mininet emulation tool used for practical implementation,

followedby an overview of containerizationand Docker, and a survey of real-world SDN applications.

2.1 Traditional Networks vs. SDN Networks

In a traditional network, each device (router, switch) executes distributed protocols to make forwarding

decisions autonomously. The control plane and the data plane are integrated within the same device,

which makes network evolution and management increasingly complex. Figure 2.1 illustrates this classical

architecture.

[Figure 2.1 — Traditional network with distributed protocols]

SDN (Software-Defined Networking) introduces a clear separation between the control plane and the data

plane. The control plane is delegated to a centralized software entity called the controller, while the

switches (data plane) simply forward packets according to the rules received from the controller. This

separation brings flexibility, programmability, anda global view of the network.

[Figure 2.2 — Comparisonof traditional and SDN network architectures[17]]
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2.2 SDN Architecture: Control Plane and Data Plane

The SDN architecturecomprises three main layers:

▸ Data Plane: composedof switches (physical or virtual) that forward packets.

▸ Control Plane: the SDN controller, whichcentralizesnetwork logic and makesforwarding

decisions.

▸ ApplicationPlane: network applications that interact with the controller through northboundAPIs.

Figure 2.3 illustratesthis separation.

[Figure 2.3 — Separation of the control plane and data plane in an SDN network]

Through this architecture, the controller maintains a complete view of the network topology and can

dynamicallyadapt forwarding rules.

2.3 Role of the SDN Controller

The controller is the brain of the network. It receives requests from switches (e.g., the first packet of an

unknown flow) and installs flow rules (flow entries) into their flow tables. Figure 2.3 illustrates the path of

a request between two hosts.
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[Figure 2.4 — Request path from Host X to Host Y via the controller]

The controller can operatein reactivemode (installingruleson demand) or proactive mode (pre-installing 

rules). In our project,OpenDaylightwas used in reactive mode for connectivity testing.

2.4 OpenFlow Protocol

OpenFlowis the standard communication protocol between the controller and the switches. It allows the 

controller to add, modify, or delete entries in the flow tables of the switches. A flow entry contains:

▸ Match fields(MAC addresses, IP addresses, ports, etc.),

▸ A priorityvalue,

▸ Counters,

▸ Instructions(forward, drop, send to controller,etc.).

Figure 2.5 shows the interaction between an OpenFlowswitch and the controller.
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[Figure 2.5 — Communicationbetween an OpenFlow switch and the controller]

In our environment, the switches created by Mininet support OpenFlow and communicate with

OpenDaylight through this protocol.

2.5 OpenDaylight Controller

OpenDaylight (ODL) is a mature open-source SDN controller, written in Java and based on a modular

OSGi architecture. It exposes northbound REST APIs and supports numerous southbound protocols

(includingOpenFlow). Its flexibilityand widespreadadoptionmake it well-suitedfor academic projects.

Figure 2.6 presentsthe internal architectureof OpenDaylight with its Service AbstractionLayer (SAL).

Abderrahmane Aroussi & Amin Mriroud | Supervised by Pr. Tarek AIT BAHA Page 14



SDN Architecture — Final Year Project Report | ESTG — RIS Program 2025–2026

[Figure 2.6 — Architectureof the OpenDaylightcontroller [16]]

We deployed the ODL distribution inside a Docker container to facilitate deployment. The core features

activated were odl-restconf and odl-l2switch-switch(Layer 2 switch functionality).

6. Emulation Tool: Mininet

Mininet is a network emulator that allows the creation of a network of virtual switches and hosts on a single

machine. It leverages lightweight virtualization (Linux network namespaces) to run real network processes.

Its key advantages include:

▸ Rapid prototyping,

▸ Flexibility throughPython scripting,

▸ Native OpenFlowsupport,

▸ Reproducibility ofexperiments.

In this work, Mininet was used to emulate the network topologies (switches, hosts, links) and to generate

trafficusing the pingand iperf commands.

7. Summary

This chapter has laid the theoretical foundations necessary for the experimental implementation. We have

seen how SDN differs from traditional networks through the separation of the control plane, the central

role of the controller, the OpenFlow protocol, and the Mininet tool. OpenDaylight was selected for its

robustness andmodularity.

8. Containerization and Docker

Containerization is a lightweight operating system-level virtualization technique that allows multiple

isolated applications to run on a single host system by sharing the host kernel. Each container packages

an application together with its dependencies (libraries, configuration files, runtime), ensuring consistent

execution across different environments. This approach offers significant advantages in terms of

portability, rapid deployment, and resource efficiency, making it a cornerstone of modern cloud-native

architectures,microservices, and DevOps practices.
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Docker, introduced in 2013 by Docker Inc., is the most widely adopted containerization platform. It

automates the creation, deployment, and management of containers. A Docker image is a read-only

template containing the application and its dependencies, built from instructions in a Dockerfile. When

executed, this image becomes a running container instance. Docker leverages Linux kernel features such

as namespaces (for isolation) and cgroups (for resource limitation) to provide efficient and secure

containerization [18]. The platform also includes Docker Hub, a public registry for sharing images, and

Docker Engine, theruntime that manages containerson a host system.

Figure 2.7 illustrates the high-levelarchitectureof Docker.

[Figure 2.7 — Docker Architecture. Source: Course Material,Pr. AmineBouaouda]

In thisproject,Docker was employed to run theOpenDaylightcontroller withinan isolatedand reproducible 

container environment,simplifyingdeployment and avoidinghost system conflicts.
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2.9 Real-World SDN Application Scenarios

SDN has been deployed in numerous real-world contexts. Notable examples include Google's B4 wide-

area network, which uses SDN to optimize traffic engineering across its global backbone. OpenSAN

provides SDN-based networking for satellite communication systems, while researchers have explored

SDN-based UAV (drone) network architectures to provide dynamic control of unmanned aerial vehicle

fleets. These scenarios demonstrate the broad applicability of SDN beyond traditional data center

environments.

[Figure 2.8 — Software-DefinedVANET Communications]

This figure illustratesthe applicationof SDN in Vehicular Ad-Hoc Networks (VANETs). In this

architecture,a centralized SDN controller manages communication between vehicles (RSUs - Roadside 

Units) and a central infrastructure(like a 4G/LTEbase station).The control plane, handlingdecision-

making, is separated from the data plane, which forwards actual vehicle data. This setup allows for 

dynamic trafficmanagement, improvedsafety through low-latency warnings, and efficientcontent

delivery tomovingvehicles.For our project, this scenario highlights the potential for extendingour static 

SDN prototype to mobile environments, where the controllermust rapidlyadapt to a constantlychanging 

network topology.
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[Figure 2.9 — OpenSAN architecturefor satellite networks [17]]

This figure presentsthe OpenSAN architecture, which applies SDN to satellitenetworks. A global

Network Management system acts as the SDN controller,providing a centralizedviewof the entire 

network, which includesground terminals,gateways, and satellites.The separationof thecontrol and

data planes allows for features likevirtualization,mobilitymanagement,and efficient resourceutilization 

across the vast satellite infrastructure.This is relevant to our project as it demonstrates how the same 

SDN principleswe implemented (using OpenDaylightas a controller)can be scaled to manage complex, 

non-terrestrial networks, moving beyond the small-scale, wired topologieswe emulated with Mininet.
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[Figure 2.10 — SDN-based UAV network illustration[17]]

This figure depictsa software-definednetwork of UnmannedAerial Vehicles(UAVs), or drones. An SDN 

controller (which could be on the ground or part of the fleet)maintainsa logical control link to each UAV, 

while data linksmanage the payload communication.This setup enables dynamic path planning, 

coordinated flight, and adaptivecommunicationbased on mission requirements.Our project's 

architecture—with a centralized controller managing a network of switches—serves as a foundational 

model for such a system. The successful multi-controllerexperimentwe conducted, which demonstrated 

scalabilityand high throughput, is a crucial step toward the more dynamic and complex coordination 

required for managinga fleet of UAVs.
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Chapter 3: Experimental Configuration and Results

This chapter describes the experimental environment, the tools used, the deployment procedure, and the

results obtained during the basic testing of an SDN network. The practical approach consists of deploying

an OpenDaylight controller inside a Docker container, emulating a network with Mininet, and then

evaluating connectivity and throughput. Screenshots captured during the manipulations are incorporated

as figures to illustrateeach step.

1. Experimental Environment

1. Tools and Technologies

The following toolswere employed:

▸ Mininet 2.3.0: A network emulator that allows the creation of hosts, switches, and virtual links. It 

supports OpenFlowand facilitatesrapid prototyping.

▸ OpenDaylight (ODL): An open-sourceSDN controller, run inside a Docker containerto ensure a

clean and reproducible environment.

▸ Docker: Used to launchand manage the ODL container.

▸ iPerf3: A tool for measuringnetwork throughput.

▸ Wireshark: Used to capture andanalyzeOpenFlowcontrol messages.

▸ dpctl / ovs-ofctl: Utilities to inspect the flow tables of OpenvSwitch switches.

▸ Python3: Used to write custom Mininet topology scriptsand to attempt the use of MiniEdit.

The host machine is an Ubuntu 24.04virtualmachineequippedwith 4 CPU cores and 8 GB of RAM.

2. Retrievingthe OpenDaylight Docker Image

The OpenDaylight image was obtained from Docker Hub using the followingcommand:
docker run -d -p 6633:6633 -p 6653:6653 -p 8181:8181 \

--name odl-controller glefevre/opendaylight

Figure3.1 illustratesthe downloadprocess.

[Figure 3.1 — Downloading the OpenDaylight Docker image]
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3.1.3 Container Startup Issue and Diagnosis

After the download, the container was launched but did not remain active due to a script error. The first 

connection attemptfrom Mininetfailed(Figure3.2), as the controller was unreachable (100% packet loss).

[Figure 3.2 — First Mininet attempt with remotecontroller — controller unreachable at 127.0.0.1:6633, pingall shows 
100% loss]

Examinationof the container logs (Figure 3.3) revealed the following error:

Error in initialization script: /odl/etc/shell.init.script: String index out of

range: 0

This error, known to affect certain versions of OpenDaylight, prevents the Karaf shell from starting 

correctly.
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[Figure 3.3 — Container logs showing the 'String index out of range' error]

To resolve the issue, the containerwas deleted and recreated in interactivemodeusing the -itd options:

docker rm -f odl-controller

docker run -itd -p 6633:6633 -p 6653:6653 -p 8181:8181 \

--name odl-controller glefevre/opendaylight

Access to the container then allowedthe installationof the core features (Figure 3.4):

docker exec -it odl-controller ./bin/client feature:install odl-restconf odl-

l2switch-switch
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[Figure 3.4 — Successful installation of odl-restconf and odl-l2switch-switch features in the Karaf console]

3.1.4 Network Topologies

Two topologieswere used initially:

▸ One switch with three hosts (for initial connectivity tests).

▸ Two switches with four hosts (for throughputmeasurements and flow table inspection).

The second topology is illustrated in Figure 3.5. It comprises switches s1 and s2 connected by a single

link, with hosts h1 and h2 attached to s1, and hosts h3 and h4 attached to s2. All links have a bandwidth

of 100 Mbit/s and a delay of 2 ms (simulatedby Mininet).
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[Figure 3.5 — Two-switch, four-host topology. The controller is odl1 (OpenDaylight)]

3.1.5 Test Procedure

Mininetwas launched with the remote controlleroptionpointing to the OpenDaylight instance:

sudo mn --controller=remote,ip=127.0.0.1,port=6633 --topo=single,3

For the two-switchtopology, a custom Python script was employed. The commands executed include:

▸ pingall — to verify connectivity.

▸ dpctl dump-flows(or ovs-ofctl dump-flowss1) — to inspect flow tables.

▸ iperf — to measure TCP throughput between hosts.

2. Experimental Results and Evaluation

1. Connectivity Tests

The first pingall in the single-switch topology resulted in 50% packet loss (Figure 3.6). This behavior is

expected, as the switches do not yet possess flow rules and must query the controller for each new flow.

After this initial cycle, the controller installs the necessary rules, and a second pingall shows 0% loss

(Figure 3.7).
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[Figure 3.6 — First pingall after launching Mininet — 50% packet loss (learningphase)]

[Figure 3.7 — Second pingall — all flows are known, zero packet loss]

For the two-switch topology, pingall also succeeded with 0% loss after the learning phase (Figure 3.8). 

The net command confirmed thecorrect connections (Figure 3.9).
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[Figure 3.8 — pingall on the two-switch topology— full connectivityachieved]

[Figure 3.9 — Output of the net command showing the links between hosts and switches]

3.2.2 OpenFlow Traffic Analysis

Wireshark was used to capture traffic on the loopback interface (communication between the controller

and the switches). Figure 3.10 presents a summary of the OpenFlow packets, including

OFPT_PACKET_IN messages (sent when a switch cannot process a packet) and

OFPT_MULTIPART_REPLYmessages (responses to statistics requests).
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[Figure 3.10 — Wiresharkcapture showingOpenFlow exchanges between the controller and switches]

Figure 3.11 details a PACKET_IN message, confirming that the switch correctly forwards unknown 

packets to the controller.

[Figure 3.11 — Detailed analysis of an OpenFlow PACKET_IN frame]

Figure 3.12 lists several OpenFlow messages, notably MULTIPART_REQUEST queries for table 

statistics, illustrating the control traffic generatedduring the tests.
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[Figure 3.12 — Sequence of exchanged OpenFlowmessages]

3.2.3 Flow Table Inspection

Afterthe ping tests, the flowtablesof both switcheswere extracted usingdpctl dump-flows(withinMininet) 

or ovs-ofctldump-flows s1. Figure 3.13 shows the output for switch s1. It contains:

▸ Rules for specific MAC addresses(e.g., dl_src=00:00:00:00:00:01, dl_dst=00:00:00:00:00:02) 

with output actionstoward the corresponding port.

▸ Generic flooding rulesfor when the destinationis unknown(priority 2, actions including 

CONTROLLER).

▸ A low-prioritydrop rule (priority 0).
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[Figure 3.13 — Flow table on switch s1 after ping tests]

Figure3.14 presentsthe flow table on s2, withsimilar entriesfor hostsh3 and h4. The n_packetscounters 

indicatethe number of packets that matched each rule.

[Figure 3.14 — Flow table on switch s2]

3.2.4Throughput Measurements
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Throughput was measured using iperf between hosts located on the same switch and on different 

switches. The commandswere run as follows:

▸ On the receiving host: iperf -s &

▸ On the sending host: iperf -c <receiver_ip>

Figure3.15 showsthe result of a transferfrom h1 (connected to s1) to h4 (connected to s2). The achieved 

throughput is 585 Mbit/s.

[Figure 3.15 — iPerf result between h1 and h4 (traversingboth switches) — 585 Mbit/s]

Figure 3.16 shows the transfer between h1 and h2 (both on s1). The throughput is 640 Mbit/s, slightly 

higher because the trafficdoes not traverse the inter-switchlink.
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[Figure 3.16 — iPerf result between h1 and h2 (sameswitch) — 640 Mbit/s]

Table 3.1 summarizes the average TCP throughput for different traffic types.

Table3.1— Average TCP throughput for different traffic types.

Traffic Type Throughput (Mbit/s)

h1→ h2 (same switch) 640

h1→ h4 (different switches) 585

3.2.5 AttemptedUse of MiniEdit

To facilitate the creation of topologies, the graphical MiniEdit tool was downloaded (Figure 3.17). However,

its execution produced Python import errors (StrictVersion not found, setuptools missing). Attempts to

install the required packages failed because python3-distutils is not available by default in Ubuntu 24.04

(it has been replaced by setuptools).Figure 3.18 illustrates thiserror.
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[Figure 3.17 — Downloading MiniEdit from the Mininet repository]

[Figure 3.18 — Import error when running MiniEdit:StrictVersion cannot be imported]

Although MiniEdit could not be used, the Python script approach proved sufficient to carry out all 

experiments.
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3.2.6 Multi-Controller Experiment with Six Switches and Twelve Hosts

To further investigate the scalability and performance of an SDN architecture, we extended our

experimental setup to include multiple OpenDaylight controllers and a larger topology. This experiment

aimed to demonstrate that a multi-controller deployment can effectively manage a more complex network

while maintaining full connectivityand high throughput.

Topology and Setup

We deployed three independent OpenDaylight controller instances, each running in a separate Docker

container. The containers were mapped to distinct ports on the Docker bridge interface (172.17.0.1),

specifically ports 6633, 6634, and 6635. The network topology consisted of six Open vSwitch switches

and twelve hosts, with four hosts attached to each switch. Inter-switch links were configured to ensure full

connectivity between all switches. A custom Python script (sdn_top2.py) was used to create this topology

in Mininet,with each switch configured to connect to one of the three controllers.

[Figure 3.19 — Three-switch, Twelve-host topology. The controller is odl1/2/3 (OpenDaylight)]

Results

The pingall command was executed to verify end-to-end connectivity among all twelve hosts. As shown in

Figure 3.19, the test resulted in 0% packet loss, confirming that the multi-controller setup successfully

established full network connectivity.
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[Figure 3.20 — pingall result on the 6-switch,12-host topology with three controllers— 0% loss]

We performed individual ping tests between hosts on the same switch (h1 to h2), on different switches (h1

to h6), and across the network (h1 to h12). All tests succeeded with low latency. The average round-trip

times remained below0.3 ms, indicatingefficient forwarding.

[Figure 3.21 — Ping from h1 to h2 (same switch)]
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[Figure 3.22 — Ping from h1 to h6 (different switches)]

[Figure 3.23 — Ping from h1 to h12 (across the network)]

We measured the TCP throughput between h1 and h6 using iperf. The result, shown in Figure 3.23,

indicates a throughput of 9.81 Gbits/sec. This high value reflects the fact that no bandwidth limitations

were imposed on the virtual links, allowing us to assess the maximum achievable throughput through the

controller-switch data path. It demonstrates that the controllers and switches can handle high-speed data

transfers without becomingbottlenecks.
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[Figure 3.24 — iPerf throughput between h1 and h6 — 9.81 Gbits/sec]

This experiment validates that a multi-controller SDN architecture can scale to support a larger number of

switches and hosts while preserving full connectivity and high performance. The three OpenDaylight

instances effectively coordinated to provide a unified network view. The low latency and high throughput

confirm that the control plane overhead does not significantly impact data plane performance once flows

are established.

It is important to note that our performance results (e.g., 9.81 Gbps) are obtained in a virtualized

environment and do not reflect real-worldconstraints.

Benchmarkingtools such as Cbench are typicallyused for more accurate controller evaluation

3.3 Discussion

The experimental results confirm that OpenDaylight correctly manages OpenFlow switches in a small-

scale network:

▸ After an initial learning phase, full connectivity is established.

▸ The flow tables are populatedwith appropriatereactive rules.

▸ Throughput reaches the link limit for intra-switch flows and remains high for inter-switchflows.

▸ OpenFlowmessage exchangesbetween the controllerand the switches are observableusing 

Wireshark.

The difficulties encountered— container script error, missing dependencies for MiniEdit — are typical of 

real-worldSDN environments and have been documented to illustrate the problem-solvingprocess.

It is worth comparing our experimental observations with prior benchmarking studies of OpenDaylight. For

instance, Khattak et al. [16] evaluated an early version of ODL using the Cbench tool. Their latency tests

showed that ODL had a very low response rate (e.g., only 55 responses/sec with 8 switches) compared

to Floodlight (over 1200 responses/sec). Moreover, as shown in Table 3.2, a significant percentage of

tests failed, especially as the number of switches increased, suggesting instability and possible memory

leaks.

Table3.2— Failure rate of OpenDaylight in latencytests [16].
Switches Total Tests Failed Tests

8 80 20%

16 160 52%

32 320 58%

In contrast, our experiments with a more recent ODL version (run in a Docker container) demonstrate

stable behavior, with zero packet loss and high throughput (9.81 Gbits/sec) even in a multi-controller,

multi-switch topology. This improvement likely reflects the ongoing development and optimization of the

OpenDaylight platform since its initial release.
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Nevertheless, several limitations must be highlighted. The first concerns the reduced scale of the topology

(two switches, four hosts) in the initial tests. The results obtained do not predict system behavior in a

production network with hundreds of switches. Furthermore, tests were conducted with synthetic traffic

(ping and iperf) that does not reflect the diversity of real traffic. Standardized benchmarking using tools

like Cbench would be a valuable addition.

3.4 Conclusion

This chapter presented the practical implementation of an SDN network using OpenDaylight and Mininet.

The step-by-step setup — from controller deployment to test execution — was described and illustrated

with screenshots. The results validate the correct operation of the controller and provide a reference

baseline for future work, such as scaling up the topology, introducing multiple controllers, or measuring

more advanced quality-of-service parameters. The successful multi-controller experiment with twelve

hosts demonstrates thescalabilitypotential of SDN.
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Chapter 4: Discussion and Conclusion

4.1 Discussion of Results

The experiments conducted in the previous chapter aimed to validate the operation of an SDN network

based on the OpenDaylight controller and the Mininet emulator. Connectivity tests (pingall) demonstrated

a behavior typical of SDN networks: during the first request, a portion of packets is lost (learning phase)

because the switches do not yet possess the necessary flow rules. After this phase, the controller installed

the appropriate rules and all subsequent exchanges achieved a 100% success rate. This confirms the

central role of the controller in reactive flowmanagement.

Throughput measurements performed with iPerf yielded results consistent with the theoretical link limits

(100 Mbit/s). The transfer between two hosts connected to the same switch reached 640 Mbit/s, slightly

higher than the transfer traversing two switches (585 Mbit/s). This difference is explained by the additional

hop and the processing load on each switch. These values demonstrate that the data plane does not

introduce excessive overhead and that the controller, although solicited at the beginning of each flow,

does not significantly impact throughputonce the rules are installed.

The flow table inspection allowed a concrete visualization of the entries installed by OpenDaylight. These

include precise rules for known MAC addresses, generic flooding rules for unknown destinations, and a

default drop rule. The presence of packet counters (n_packets) attests to the activity of flows and validates

the correct functioningof the forwardingmechanism.

The multi-controller experiment with six switches and twelve hosts further confirms that SDN can scale.

The three OpenDaylight instances managed the network effectively, providing full connectivity and high

throughput. This result is particularly encouraging as it suggests that a distributed control plane can handle

larger topologies without performancedegradation.

As noted in [17], SDN offers significant benefits by decoupling the control plane and data plane, enabling

flexible large-scale programming and simplified management. However, the same study also highlights

challenges, including the standardization of interfaces, compatibility of heterogeneous networks, multi-

controller coordination, and security issues. These challenges align with our observations and suggest

directionsfor future work.

Nevertheless, several limitationsmust be acknowledged:

▸ Scale: Even our larger experiment is far from the size of production data centers.

▸ Trafficpatterns: Synthetic traffic (ping, iperf) does not capture the complexityof real workloads.

▸ Controller coordination: In a multi-controller setup, we did not explore east-west interface 

protocols or consistencymodels.

▸ Security:No securitymechanismswere implementedor tested.

▸

Accordingto Khattak et al. , OpenDaylight shows poor latency performance compared to Floodlight,with 

only 55 responses/sec under similarconditions.
However, in our implementation,we observed stable behavior with high throughput and no packet loss,

which may be explained by:

● newer ODL version

● smaller topology

● absenceof stress benchmarking
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4.2 Conclusion

Thisproject aimedto study, design, and implement an SDN architectureusing the OpenDaylightcontroller

and the Mininetemulator. Through a hands-onapproach, we:

▸ Understood the fundamental conceptsof SDN and the OpenFlowprotocol.

▸ Deployed a reproducible virtualizedenvironment (Docker, Ubuntuvirtual machines).

▸ Configured an OpenDaylight controllerand activatedthe core features.

▸ Created network topologies (singleand dual switch) using Mininet.

▸ Validatedconnectivityandmeasured throughput performance.

▸ Extended the setup to a multi-controller,multi-switch topology demonstratingscalability.

The results obtained confirm that SDN fulfills its purpose: the controller centralizes network intelligence,

dynamically installs flow rules, and enables global network visibility. The flexibility offered by network

programmability was demonstrated through the dynamic modification of flow tables in response to network

events.

This work has enabled us to develop concrete skills in emerging technologies and to gain a better

understanding of the advantages and challenges associated with SDN. It constitutes a solid foundation for

more advanced investigations.

4.3 Perspectives and Future Work

Several extensions canbe envisioned from this prototype:

▸ Scalability: Increasingthe number of switches and hosts to observe the impact on controller 

performance (response time, CPU load). Benchmarkingwith tools like Cbench would provide 

quantitativecomparisonswith other controllers.

▸ Multi-controller:The use of multiplecontrollerscan reduce the bottleneck and improve fault 

tolerance.An architecturewith two or threecontrollerscould be compared against thecurrent 

configuration, exploring east-west interfaces (e.g., BGP-LS)for state synchronization.

▸ Qualityof Service (QoS) Measurements: Beyond throughput, it would be relevant to measure 

latency, jitter, and loss rate under different loads, using tools such as D-ITG.

▸ Failure Scenarios: Simulatingthe failure of a link or switch and observingthe controller's 

response (convergence, route recalculation).

▸ Security Function Integration: Givenour specialization in ComputerNetworks and Security 

(RIS), a natural extension is to explore SDN-based securitymechanisms, includingdistributed 
firewall rules, DDoS mitigation,network slicing for security zones,and SIEM integration.

▸ Automation: Developing Python scripts to automatically generate complex topologies and launch 

test campaigns.

▸ IntegrationwithContainerization: CombiningSDN with container orchestration platforms (e.g.,

Kubernetes) to provide network policies for microservices.

▸ Future work includes benchmarking the controller using tools such as Cbench to

evaluate latency and throughput under stress conditions, as suggested in previous studies

In conclusion, this project has laid the groundwork for an in-depth study of SDN networks. The encouraging

results obtained open the way to numerous improvements and a deeper understanding of this promising

technology, particularly in the context of network security.
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